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FFoorreewwoorrdd  bbyy  PPaauull   OOrrddeerrss,,  CChhiieeff   EExxeeccuutt iivvee  
 
Local Government has increasingly had to deal with uncertainty, anticipating and 
managing major change due to the variable economic context of public sector.  Local 
Authorities face an uncertain financial future, the recession has already led to increasing 
demands on services while income targets become more challenging to achieve.  We 
aim to continuously improve the services we provide to our communities in new and 
innovative ways; partnership working has become more prominent in recent years.  It is 
important that we continue to develop our dealings with third parties such as through 
partnerships, contracts, major procurements and Third Sector organisations.  While 
these areas contain significant risks for the Council, they also have the potential to 
provide significant benefits, if well managed.  Exploring opportunities is key to ensuring 
that these working arrangements contribute positively to service delivery. 
 
It must also be recognised that failing to take advantage of opportunities to optimise the 
Council achieving its corporate objectives can also pose a significant strategic risk to 
the economic, social and environmental regeneration of Cardiff as the capital city for 
Wales.  Clear identification and assessment of the strategic risks will lead to a more 
effective use of resources and direct improvements to the service for our citizens and 
communities, as well as improve corporate governance and performance.  Strategic and 
operational risk management is a fundamental cornerstone of effective corporate 
governance as recognised in the requirements of the Annual Governance Statement. 
 
The strategic and operational risk management approach provides a process for 
identifying significant risks to the achievement of the Council’s strategic and operational 
objectives, evaluating the potential consequences and implementing the most effective 
way of responding to, controlling and monitoring them.  Risk management is about 
taking informed decisions, achieving objectives and delivering results once those 
decisions are made. By being more risk aware at strategic and operational levels, the 
Council will be better placed to manage threats and take advantage of opportunities. 
 
FFoorreewwoorrdd  bbyy  CCoouunnccii ll lloorr   GGrraahhaamm  HHiinncchheeyy,,  CCaabbiinneett   MMeemmbbeerr  ffoorr  
CCoorrppoorraattee  SSeerrvviicceess  aanndd  PPeerr ffoorrmmaannccee  
 
All Members and Officers need a good understanding of risk management and the role 
it plays in making informed decisions across the Council.  It is becoming increasingly 
important that we are able to identify innovative solutions and explore new approaches 
in carrying out our service delivery. We should not be risk averse but strive to be risk 
aware - and be prepared to accept risk at a level that can be managed and mitigated. 
Very rarely can value for money be achieved by the total elimination of risk, so it is vital 
that we have a well informed and structured approach to risk management as detailed 
in this policy, strategy and methodology.  
  
Members are responsible for good governance and understanding risk management is 
a key cornerstone of this.  As Members we are required to make decisions which are for 
the good of the community. It is therefore vital that as a Council we are aware of the 
strategic risks facing the Authority when making decisions.   
  
Part of my role as the Cabinet Member ‘Risk Champion’ is to drive risk management 
forward, raise its profile, promote the benefits amongst all Members and ensure that we, 
as a Cabinet, can make informed decisions having considered risk management in the 
decision making process. 
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TThhee  CCoouunnccii ll ’’ss  RRiisskk  MMaannaaggeemmeenntt   PPooll iiccyy  SSttaatteemmeenntt  
 
Cardiff Council is committed to a proactive approach to risk management which is 
integrated into the policy framework, planning and budgeting cycles. The Council 
recognises the value of maintaining an effective risk management culture and will seek 
to identify, analyse, manage and control the risks it faces. The Council acknowledges 
that risk cannot be totally eliminated and may sometimes need to be embraced as part 
of an innovative approach to problem solving. 
 
The Council is, within the above context, committed to the management of risk in order 
to: 
 
1. Ensure that statutory obligations and policy objectives are met; 

2. Prioritise areas for improvement in service provision and encourage meeting or 
exceeding customer and stakeholder expectations; 

3. Safeguard its employees, clients or service users, Members, pupils, tenants and all 
other stakeholders to whom the Council has a duty of care; 

4. Protect its property including buildings, equipment, vehicles, knowledge and all other 
assets and resources; 

5. Identify and manage potential liabilities; 

6. Maintain effective control of public funds and efficient deployment and use of 
resources achieving value for money; 

7. Preserve and promote the reputation of the Council; 

8. Support the quality of the environment; 

9. Learn from previous threats, opportunities, successes and failures to inform future 
management of risks.  

 
These aims will be addressed by systematically identifying, analysing and evaluating, 
cost effectively controlling and monitoring risks at strategic, programme, project, and 
operational levels. 
 
Members are responsible for ensuring that arrangements are in place for delivering an 
effective Risk Management Strategy in accordance with this policy.  Risk management 
strategies and processes are to be reviewed for efficiency and effectiveness as part of 
the annual management review cycle. 
 
It is the responsibility of Senior Management to ensure that risk management strategies 
and processes are implemented and brought to the attention of relevant staff in their 
Directorate. Every employee has a responsibility to support the Council’s policy in 
managing risk. 
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RRiisskk  MMaannaaggeemmeenntt   SSttrraatteeggyy  
 
PPuurrppoossee  
 
The purpose of the Strategy is to establish a framework for the systematic management 
of risk within the Council which will ensure that the objectives of the Council’s Risk 
Management policy are realised.   
  
OObbjjeecctt iivveess  
 
The objectives of this Strategy are: 
 

 Identifying the scope of risk management; 

 Embedding and integrating risk management into the culture of the Council; 

 Assignment of roles, responsibilities and accountability for risk management 
activities within the Council; 

 Raising the awareness of the need for risk management by all those connected 
with the Council’s delivery of services; 

 Prevention of injury, damage and losses to reduce the cost of risk; 

 Enhanced realisation of opportunities and resulting benefits; 

 Ensuring consistency throughout the Council in the management of risk. 

 
These objectives will be achieved by: 
 

 Incorporating risk management considerations into all levels of business 
planning; 

 Incorporating risk management considerations into all levels of programme, 
project and partnership arrangements;  

 Skills training and development for all relevant managers, staff and Members in 
the effective management of risk; 

 Regular monitoring and reporting of risk to identify trends and likely direction of 
risks for Members and Senior Managers to be aware of when making decisions.   

  
DDeeff iinnii tt iioonnss  
  
RRiisskk can be defined as: 
 

An uncertain event or set of events that will have an effect on the achievement of 
objectives.  A risk is measured by a combination of the probability of a perceived 
threat or opportunity occurring and the magnitude of its impact.  

(Management of Risk (MoR) 2011)  
 
RRiisskk  MMaannaaggeemmeenntt is: 
 

“a central part of any organisation’s strategic management.  It is the process 
whereby organisations methodically address the risks attached to their activities 
with the goal of achieving sustained benefit within each activity and across the 
portfolio of activities”. 
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RRiisskk  aanndd  RRiisskk  MMaannaaggeemmeenntt have hundreds of different definitions worldwide.  Put 
simply Risk Management is about making the most of opportunities (making the right 
decisions) and about achieving objectives once those decisions are made.  This is 
achieved through transferring, controlling or living with risks.  Risk Management is not 
just about insurance – not least because over 80% of risks faced by organisations are 
not insurable.  
 
The Council recognises that a certain element of risk is unavoidable. However, it also 
recognises that effective Risk Management will deliver both tangible and intangible 
benefits. 
 
TThhee  BBeenneeff ii ttss  ooff  hhaavviinngg  aa  RRiisskk  MMaannaaggeemmeenntt   SSttrraatteeggyy  

Risk Management is a management tool which forms a part of the Council’s governance 
arrangements.  Risk Management is not simply a compliance issue but rather a way of 
viewing our operations with a significant impact on long-term viability.  It is critical to 
success and a focal point for senior management and Members. It helps us to 
demonstrate openness, integrity and accountability in all of our dealings.  The below 
grid identifies a number of widely accepted benefits of management of risk:  
 
BBeenneeff ii ttss  ooff  RRiisskk  MMaannaaggeemmeenntt ::     

Improved efficiency of 
operations 

Better delivery of intended 
outcomes Maximises Opportunities 

Protected reputation of the 
Council 

Supports the achievement 
of the Council’s objectives 

Reduced losses arising 
from workplace accidents & 

illnesses 

Better mitigation of key 
risks 

Demonstrates good 
governance 

Enhanced political and 
community support 

Protection of budgets from 
unexpected financial losses 

or Increased ability to 
secure funding 

Increased effectiveness of 
business change 

programmes and projects 

Protection of Council 
Assets 

Fewer unwelcome 
surprises 

Improved management 
information to inform 

decision making 
Improved planning 

 

All of these benefits are achievable but risk management requires:  

 A supportive organisation 

 A clearly defined and understood process 

 A robust methodology 

 Leadership 

 Stakeholder buy-in  

 Committed individuals  
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RRiisskk  AAppppeett ii ttee  
An important stage in the Risk Management process is the identification of an 
organisation’s ‘Risk Appetite’.  In other words, what level of risk an organisation is 
prepared to tolerate before it takes protective action.  The decision to accept a risk is 
based partly on a Manager’s view of the tolerance level of that particular risk. One of the 
aims of this document is to help managers view risks in a consistent way across all 
Directorates and ensure the Council has a balanced “Risk Appetite”. 
 
It is increasingly important for the Council to identify innovative solutions and to explore 
new approaches in carrying out its operations. Such opportunities will naturally bring 
new risks, both specific to the opportunity identified and in a wider context to the 
Council. The Council’s “Risk Appetite” in relation to the opportunity needs to be 
assessed and value for money decisions taken to decide the cost appropriate to incur to 
achieve a certain level of control in respect of that risk.  The Council is not risk averse 
but will accept risk at a tolerable level that is acceptable to the Council’s risk appetite. 
 
Only in extreme circumstances will it be found that value for money can be achieved by 
the total elimination of risk from any given situation. It is more likely that limited Risk 
Management controls combined with monitoring of remaining exposures will achieve a 
value for money situation. 
 

 
 
OOppppoorr ttuunnii ttyy  RRiisskk  MMaannaaggeemmeenntt  
Most risk management standards and guidelines recognise the upside of risk 
management rather than the negative threats that face an organisation.  The concept of 
opportunity risk management can be more difficult to grasp due to the associations that 
risk has to negative consequences.   
 
Risk management is about managing uncertainties.  Many uncertainties may have 
negative impacts (threats) whilst others may have beneficial ones (opportunities). 
Effective risk management is about minimising the likelihood and impact of threats, 
whilst maximising the likelihood and impact of opportunities.  Identifying and making the 
most of potential opportunities will be of heightened importance in the coming years due 
to the size and scale of challenges facing Local Government.  
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RRiisskk  MMaannaaggeemmeenntt  iinn  CCoonntteexxtt  

The Wales Programme for Improvement sets out a ‘general duty to improve’.  Delivering 
high quality services and addressing multiple community needs is understood as being 
complex.  Therefore arrangements are put in place which enables the Authority to 
effectively understand local needs and priorities and make the best use of resources 
and capacity to meet them.  Part of these arrangements focus on managing risk by 
identifying the risks to citizens, risks associated with service provision, and the risks 
around managing performance.   
 
Effectively Risk Management is at the heart of good governance and needs to be 
embedded throughout all levels of the organisation.  As part of the decision making 
process, elected Members, through the Cabinet, Scrutiny and other Committees, will 
determine whether the Council is 'risk taking' or 'risk averse', on specific issues and 
ensure risks are considered as part of every Cabinet report decision. They should also 
ensure procedures are in place to monitor the management of all risks and that these 
are being actively managed, with the appropriate controls in place. 
 
 

 
 
 
Greater involvement and awareness of Risk Management regarding the implications of 
decisions taken by Members is part of the continual improvement of corporate 
governance and Risk Management. The emphasis is on being risk aware rather than 
risk averse.  Section 4 of the Council’s Financial Procedure Rules addresses Risk 
Management and control of resources.  The Rules require Senior Management to take 
responsibility for Risk Management, having regard to advice from the Corporate Director 
Resources, and other specialist officers.  
 
A further impetus to adopting Risk Management is that external auditors will be seeking 
assurance that the Council has effective and robust systems in place to manage risk.  
The Wales Programme for Improvement guidance sets out a framework for regulation 
and engagement to be delivered by Wales Audit Office as the Welsh Assembly 
Government’s appointed auditor.  The Council receives two reports each year, the 
Corporate Assessment and the Annual Improvement Report.  Both reports provide a 
judgement / opinion on the arrangements, appropriateness and their overall ability to 
support the Council in delivering services and improvements.   

  

  

BBuussiinneessss  CChhaannggee  

  

PPaarrttnneerrsshhiippss  //  

CCoollllaabboorraattiioonn  

  

PPrrooggrraammmmeess  

  

PPrroojjeeccttss  

  DDiirreeccttoorraattee  

  SSttrraatteeggiicc  

  BBuussiinneessss  

OOppeerraattiioonnaall  
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EEmmbbeeddddiinngg  RRiisskk  MMaannaaggeemmeenntt   wwii tthhiinn  tthhee  CCoouunnccii ll     
  
BBaarrrr iieerrss  ttoo  AAcchhiieevviinngg  OObbjjeecctt iivveess  

  
  
SSttrraatteeggiicc  BBuussiinneessss  //  CCoorrppoorraattee  RRiisskk  RReeggiisstteerr   ((CCRRRR))  
In order to support arrangements for good corporate governance it is necessary for the 
Council to have a clear statement of its overall position in relation to corporate risks and 
to review them on a regular basis.  It is important to note that risks are liable to change 
as circumstances alter and the CRR presents the position at a point in time.   
 
The CRR aims to identify the main risks facing the Council so that elected Members and 
senior management can make informed decisions and prioritise actions, with these high 
level risks in mind.  The process followed is to identify the risk and then to address it 
through the control environment and mitigations in place or planned within the Council.  
Best practice suggests that a CRR should highlight any significant risks faced by the 
Authority and ideally not have more than 25 themes.  The Risk Management Steering 
Group, Senior Management Team, Audit Committee and Cabinet ensure the register 
remains relevant and captures any new and emerging strategic risks facing the Council.   
 
Strategic risks may impact on a number of elements of the business e.g. governance, 
financial control or people.  There may be instances where strategic risks are service 
specific which are considered significant, such that any risks associated with failure in 
these areas would have a major impact on the Council as a whole.  The risks captured 
within the register are categorised as either event driven or ongoing.  There are some 
areas which may remain on the register indefinitely which are categorised as ongoing 
high priority risks.  For these, the important aspect is to continue to be able to 
demonstrate sound management, a proactive approach to mitigating the risks and a 
robust monitoring process.   
 
The CRR is a controlled document held centrally by the Audit & Risk Manager.  It is 
important that a proactive approach to mitigating the strategic risks and a robust 
monitoring process is followed.  In order to recognise the importance of monitoring and 
reviewing the CRR the quarterly review is considered by Senior Management Team, 
Audit Committee and Cabinet consider the register biannually.   
 
  

 
Strategic Planning 

Framework  
 

What Matters 
 

Corporate Plan 
 

Service Plans 
 

Personal Performance and 
Development Plans  

 

  Risk 

  Risk  
Effective Service Delivery  

 
Maximising Opportunities  

 
Effective Decision Making  

 
Safeguarding Assets 

 
Good Governance 

 
Political Support  
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DDii rreeccttoorraattee  //  SSeerrvviiccee  AArreeaa  //  OOppeerraatt iioonnaall   RRiisskkss  
The Corporate Plan provides both our citizens and the Council with an understanding of 
what the priorities are for the Administration.  It is not a full ‘plan’ for the Council as a 
whole as these are found in Service Plans. There is a relationship between the two 
planning regimes in that the;  
 

 Corporate Plan provides the key areas where improvements have been identified 
and in doing this, Cabinet Members and Directors will need to be aware of the 
risks associated with delivering these priorities.  

 
 Directorate Service Plans will identify clear business objectives and link these to 

the risks that may prevent the objectives being achieved.  For each objective 
there may be a number of factors which result in failure and these need to be 
identified, assessed and, where possible, action taken to mitigate or reduce the 
risk.  The risks identified are to be captured in a directorate risk register.    

 
Directorate management teams will also identify risks to the day to day operation of 
their business. These need to be identified, risk assessed and action taken to reduce or 
mitigate the risks wherever possible. It is important that these risks are captured and 
associated actions monitored in the same way as for those risks that may result in 
failure to meet an objective.  
 

RRiisskk  MMaannaaggeemmeenntt  wwii tthhiinn  PPrrooggrraammmmee  aanndd  PPrroojjeeccttss  
With all programmes and projects, it is vitally important that risks are identified and 
assessed early in the planning process.  The Council has an internally developed set of 
programme and project management tools ‘Project Quality Assurance’ (PQA).  This 
approach to managing change can be used for any project of any scale as risks are 
assessed throughout the project, with governance and internal controls aligned to the 
project’s risk profile.  
 
Risk management is integrated throughout the PQA project and programme lifecycle 
and aims to reduce the time to implement change, while improving the control of 
expenditure, reducing risk and improving the quality of outcomes for citizens, Members, 
managers and staff. 
 
Risk management should assist in identifying any potential for a project to fall outside 
the agreed constraints of time, cost, quality and scope.  A Project Risk Register should 
be developed and maintained throughout the life of a project and risks monitored closely 
and regularly reported to the Project Board.   
 
Where projects are attached to a programme, project-level risk management will inform 
the Programme Risk Registers.  Key risks from the project risk register are reported 
through Project Highlight Reports in line with the reporting cycle to Programme Board.  
A Programme Risk Register covers risks to the programme’s broader, higher-level 
objectives and considers risks that may affect a programme that may not be considered 
within individual projects.  It also includes common or aggregated risks from projects. 
 
Programme Risk Registers are created via the Business Change Database, which 
stores risk details for all programmes and programme-based-projects.  For non-
programme based business change, Risk Registers are captured within Excel 
spreadsheets, a template for which is available on CIS.  
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EEff ffeecctt iivvee  PPrrooggrraammmmee  &&  PPrroojjeecctt   RRiisskk  MMaannaaggeemmeenntt   rreeqquuii rreess::  
 Senior management team commitment to successful programme / project delivery 

and proactive risk management. 

 Clearly defined roles and responsibilities at all levels within the programme and / or 
project, with responsibility and ownership of risk accepted and agreed. 

 Early identification of risk, which informs programme / project scope and outputs. 

 Proactive stakeholder engagement in the identification, mitigation and 
management of risk. 

 Active management of risk throughout the lifecycle of the programme or project. 

 Risk reporting integrated throughout the business change activity. 

 

RRiisskk  MMaannaaggeemmeenntt  wwii tthhiinn  PPaarr ttnneerrsshhiippss    
The Local Government Measure (Wales) 2011 places greater emphasis on 
collaborative working.  Reduced public service funding is leading to more public 
services and community projects being delivered through different forms of partnership, 
involving the public, private and third sector.  These partnerships range from small, local 
initiatives to much larger agendas.  As demand for services increase and public 
finances are reduced it has become increasingly important for the Council to work in 
collaboration with other organisations to deliver more effective services for citizens.   
 
Increased collaboration and joint working has been at the heart of public service 
delivery for some time in Wales and covers both strategic issues such as economic 
regeneration and planning, through to operational issues.  A large element of regional 
collaboration in South East Wales is undertaken under the umbrella of the WLGA 
administered Regional Boards.  The role of the boards includes initiating, promoting and 
evaluating collaborative activity within their region. 
 
The Welsh Government’s Regional Collaborative Footprint sought to provide clarity 
around how public services should collaborate in Wales.  The Vale of Glamorgan being 
the suggested Local Authority for Cardiff to collaborative with, given the significant 
amount of collaboration already undertaken in designing and delivering local services.  
 
An important strategic framework for informing the partnership working undertaken in 
Cardiff is the statutory Single Integrated Plan called What Matters.  This document 
provides a 10 year vision that has been developed by the public, private and third 
sector organisations in the city.  Importantly the Strategy has been informed by a 
strategic needs assessment which identifies the key issues which are facing Cardiff 
and where limited resources should be prioritised.   
 
Partnership working can take the form of integrated services, joint ventures, shared 
procurement, co-ordination of activities, aligned budgets or improved information 
sharing.   
 
The use of risk management to mitigate risks whilst also exploring opportunities is key 
to ensuring that collaborative working arrangements contribute positively to service 
delivery.  The risks associated with any collaborative activity should be considered 
before any agreement has been determined.  
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EExxaammppllee  ppaarr ttnneerrsshhiipp  //  ccooll llaabboorraatt iioonn  rr iisskkss  iinncclluuddee::    
  

Fundamental differences in 

Political Agendas 

 

A lack of relevant skills 

across the partnership to 

fulfil the objectives 

 

Misalignment of strategy 

and objectives across 

partnerships 

 

No agreed indicators for 

measuring each partner’s 

contribution and overall 

performance of the 

partnership 

 

Poor communication 

across the partnership  

Failure to achieve 

efficiencies or other 

defined benefits of the 

partnership  

 

Partners may operate 

under different legislative 

and regulatory 

environments 

 

Non acceptance of the 

roles and responsibilities of 

each partner 

Those involved in the 

partnership may be 

operating under different 

governance arrangements 

Lack of leader visibility in 

promoting partnership 

activities  

Different levels of resource 

constraints across the 

partnership 

 

Partners being inflexible 

and unwilling to change 

what they do and how 

they do it 

 

 
 

TThheerree  aarree  ttwwoo  ddiisstt iinncctt   aassppeeccttss  ttoo  ppaarr ttnneerrsshhiipp  //  ccooll llaabboorraatt iioonn  rr iisskkss::    
 The risks associated with delivering the outcomes of the partnership / 

collaboration activities.  

 The risks facing the Council when inputting to a partnership / collaboration 
activity and the implications for the Authority should the activity fail to deliver what 
was agreed at the outset.   

 
EEff ffeecctt iivvee  ppaarr ttnneerrsshhiipp  rr iisskk  mmaannaaggeemmeenntt   rreeqquuiirreess::    
Effective partnership working is not an easy process and often requires a significant 
investment of time and energy to build trust between different partners and to develop 
the working relationships required to ensure successful delivery of the project or 
service.  It is therefore crucial that:  

 The partnership will have a senior management team made up of members from 
all organisations, who support, own and lead on risk management. 

 An approved risk management framework within which risks will be identified and 
managed on an on-going basis, this may be the risk matrix adopted from one of 
the partnering organisations.   

 A partnership culture which supports well thought through risk taking 
opportunities and innovation. 

 Risk management consideration to be embedded in management processes and 
consistently applied throughout all partnership activities.  
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RRiisskk  MMaannaaggeemmeenntt  RRoolleess  aanndd  RReessppoonnssiibbii ll ii tt iieess    

The roles and responsibilities of individuals and groups to implement the strategy are as 
follows: 
 

CCaabbiinneett  
The Cabinet has a fundamental role to play in the management of risk. Its role is to set 
the risk appetite and influence the culture of Risk Management within the Council, this 
includes: 

 Determining whether the Council is 'risk taking' or 'risk averse' as a whole or on  
relevant individual issue; 

 Ensuring risks are considered as part of every Cabinet report decision; 
 To review the content of the Corporate Risk Register at least annually, ensuring 

procedures are in place to monitor the management of significant risks to reduce 
the likelihood of unwelcome surprises; 

 Periodically review the Council's approach to Risk Management and approve 
changes or improvements to key elements of its processes and procedures. 

 
EElleecctteedd  MMeemmbbeerrss  
Elected Members are responsible for effective governance in the delivery of services to 
the local community. Members have a responsibility to understand the strategic risks 
that the Council faces and will be made aware of how these risks are being managed 
through the annual strategic and service planning process.  Elected Members should 
consider the risks associated with recommendations put forward in reports to the 
various committees such as the Cabinet or Scrutiny Committees to name but a few 
when making decisions recommended within the reports   
 
MMeemmbbeerr  RRiisskk  CChhaammppiioonn  
The Member Champion plays an important role in raising the profile of Risk 
Management and promoting the benefits to Members, as well as promoting the 
accountability and responsibility of all staff within the Council as set in Cardiff Council’s 
Risk Strategy.  The Member Champion should bring forward ideas from the Members to 
the Risk Management Steering Group which they consider relevant to having on the 
Corporate Risk Register.  
 
SSccrruutt iinnyy  CCoommmmii tt tteeeess  
In their role of scrutinising decisions taken by the Cabinet, Scrutiny Members should 
ensure that associated risks have been taken into account. Scrutiny Committees also 
have a role in bringing potential risks that may not have been previously identified to the 
attention of the appropriate Senior Management Team.  
 
AAuuddii tt   CCoommmmii tt tteeee  
The Audit Committee has responsibility for overseeing all aspects of Risk Management, 
Governance and Internal Control.  The Committee will provide guidance and oversight 
to the management of risk but also challenge the effectiveness of the risk management 
arrangements within the Council.  The Committee will look to seek assurance for the 
Council that risk management is being properly undertaken and at least annually 
provide an opinion on the risk management arrangements in place within the Council.  
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CChhiieeff   EExxeeccuutt iivvee  
The Chief Executive leads on the wider Corporate Governance agenda of which Risk 
Management is a part.  The Chief Executive should support the Officer Champion in 
raising the profile of risk management and promoting the accountability of all staff within 
the Council.   
 
OOffff iicceerr  RRiisskk  CChhaammppiioonn  
The Section 151 Officer takes the role of Officer Risk Champion.  The Champion plays 
an important role in raising the profile of Risk Management and promoting the benefits 
to Officers, also promoting the accountability and responsibility of all staff within the 
Council as set in Cardiff Council’s Risk Strategy.  The Officer Champion should bring 
forward ideas from the Senior Management Team to the Risk Management Steering 
Group which they consider relevant to including on the Corporate Risk Register.   
 
SSeenniioorr  MMaannaaggeemmeenntt  TTeeaamm  
The key roles of Management are to: 

 To review the content of the Corporate Risk Register at least quarterly and provide 
assurance to stakeholders that the risks are being effectively mitigated.  

 Allocate sufficient resources to address strategic risks. 
 Create an environment and culture where risk management is promoted, facilitated 

and appropriately undertaken within the Council.  
 To identify emerging strategic risks and address them through the control 

environment identifying any future mitigating actions.  
 
SSeenniioorr  MMaannaaggeemmeenntt    
The key roles of Management are to: 
 

 Implement policies on risk management and internal control. 
 To review the content of the Corporate Risk Register at least quarterly for which 

they are assigned rr iisskk  oowwnneerr. 
 Identify the significant risks faced by the Council and take action to ensure these 

are reduced as effectively as possible, in line with the risk appetite set by the 
Cabinet. 

 Undertake an annual review of effectiveness of the system of internal control, 
based on the assessment of risks within their Directorate; 

 Receive reports from the Risk Management Steering Group for consideration and 
implementation, where this is deemed appropriate. 

 Promote the accountability and responsibility of all staff within the Council as set in 
Cardiff Council’s Risk Strategy; 

 Identify the Risk Management training needs of all Directorate employees and co-
ordinate training and awareness-building events; 

 Ensure that Risk Management is incorporated into performance management, 
business planning, business change projects, partnership or collaborative activities 
and Wales Programme for Improvement processes. 
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RRiisskk  MMaannaaggeemmeenntt  SStteeeerr iinngg  GGrroouupp  
The key roles of the Risk Management Steering Group are to: 
 

 Maintain and develop risk management policies and procedures in accordance 
with best practice; 

 Regularly review and update the Risk Management Policy, Strategy and 
Methodology for approval by the Cabinet and Senior Management Team; 

 To review the content of the Corporate Risk Register at least quarterly to ensure 
the content and the scoring of the risks is in context with the corporate risk 
appetite.  

 Facilitate the training and development of managers and staff on Risk 
Management processes, procedures and implementation; 

 Identify areas where Risk Management is not adequately addressed within core 
systems and advise the Senior Management Team accordingly; 

 Advise on any relevant matter that improves the effectiveness of Risk Management 
within the Council. 

 
DDeeddiiccaatteedd  RRiisskk  MMaannaaggeemmeenntt  OOffff iicceerrss  
The Audit and Risk Team support the Section 151 Officer in championing risk 
management within the Authority.  The majority of the team’s work involves 
implementing or enabling the above key responsibilities of the Risk Management 
Steering Group i.e. updating the Risk Management Policy, Strategy and Methodology or 
facilitating the review of the Corporate Risk Register.   
 
A number of key areas within the Council have dedicated officers working on 
embedding risk management, these areas include; Internal Audit – Business Change 
Assurance, the Emergency Management Unit, Improvement and Information, Health & 
Safety and Insurance.  The names of dedicated officers can be found at the end of this 
document.  
 
RRiisskk  CChhaammppiioonnss  
The Council has established a network of officers representing each Directorate, the 
role of a risk champion is as follows:  
 

 Fundamentally to work with managers within their Directorate to identify and 
capture the key business risks within a risk register.   

 Drive Risk Management forward to raise its profile and promote its benefits, within 
their Directorate; 

 Be aware of the corporate requirements for risk management to aid the 
management team in managing their risks.  To ensure that an effective Risk 
Register is maintained on behalf of the Director and facilitate a regular review of 
this to provide assurance that risks are being monitored;  

 Ensure that the risk identification process considers risks associated with any 
project, programme or partnership arrangement;  

 Disseminate information on the major risks to the Management Team; 
 To attend Risk Champion meetings to discuss and develop best practice by 

drawing on recognised Risk Management disciplines. 
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OOrrggaanniissaatt iioonnaall   DDeevveellooppmmeenntt  --  PPrrooggrraammmmeess  &&  PPrroojjeeccttss  
 
Organisational Development Board 
The key role of the Organisational Development Board is to: 

 Plan delivery of change, aligned to the Council's vision, objectives, goals and key 
measures 

 Review key risks identified by programmes and projects and make decisions 
based on a clear understanding of cost, risk impact on service delivery and the 
overall benefit to customers and the Council 

 Review and resolve key strategic issues 
 Ensure limited resources are managed effectively and efficiently 
 Monitor and approve change to forecasted benefits 

 
Investment Review Board 
The key role of the Investment Review Board is to: 

 Agree the programme & project management framework (PQA) 
 Approve the Organisational Development Strategy and Delivery Plan 
 Approve Strategic / Project Business Cases and prioritisation reports, ensuring 

they appropriately set out cost / benefits and risk  
 Ensure resources are allocated appropriately 
 Undertake periodic reviews of programmes and projects, and take appropriate 

action where required 
 
Programme Board 
The key role of the Programme Board is to: 

 Ensure the Programme and its projects are aligned to, and deliver, Corporate 
priorities 

 Ensure strategic and project business cases are robust and approved 
 Ensure risks are identified and controlled throughout the programme's lifecycle 
 Review the programme's risks as well as aggregated risks from the projects being 

managed by the programme, and assessing the impact of these risks 
 Define the programme's risk profile and escalate risks to the Organisational 

Development Board which impact on strategic objectives or key stakeholders. 
 
Project Board 
The key role of the Project Board is to: 

 Ensure risks are identified and controlled throughout the project’s lifecycle. 
 Escalate risks to the programme board, or senior managers, which have an impact 

on the project’s ability to deliver within the approved constraints of time, cost, 
quality and scope. 

 
The specific roles and responsibilities within Programmes and Projects are as follows: 

 Programme Senior Responsible Officer (SRO): accountable for risk management 
across their programme; 

 Programme Manager: Responsible for risk management across their programme, 
establishing and maintaining Programme Risk and Issue Registers and ensuring 
programme risks are being identified, assessed, controlled and monitored 
throughout the programme’s lifecycle; 

 Project Executive: Accountable for risk management across their project 



 

16 

 Project Manager: Responsible for risk management across their project, 
establishing and maintaining project Risk and Issue Registers and ensuring project 
risks are being identified, assessed, controlled and monitored throughout the 
project’s lifecycle; 

 Internal Audit Assurance: Responsible for co-ordinating, facilitating and providing 
assurance and challenge to programme and project Risk and Issue Registers and 
responsible for conducting programme and project health checks and reviews. 

 
 
AAll ll   SSttaaff ff   
All staff have a responsibility for identifying opportunities as well as hazards and risks in 
performing their day to day duties and taking appropriate action to take advantage of 
opportunities or limit the likelihood and consequences of risks.  Staff identifying any 
matters associated with risk should refer these to their Line Manager or Risk Champion 
who should ensure that they are duly considered.    
 
 
EExxtteerrnnaall   AAuuddii tt   ––  WWaalleess  AAuuddii tt   OOffff iiccee    
Each year, the Wales Audit Office carries out Improvement Assessments on local 
authorities. These are complete assessments of each authority’s performance and 
cover the services it delivers, its priorities, and the way it organises itself to keep 
improving.  Risk management is fundamental to the Authority’s performance, risk 
information is used to inform decision making which feeds into the Council’s 
improvement agenda.  
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TThhee  RRiisskk  MMaannaaggeemmeenntt   MMeetthhooddoollooggyy  iinn  SSuummmmaarryy  
 

11..  RRiisskk  IIddeenntt ii ff iiccaatt iioonn  
 

The process of identifying the events which might create, prevent, 
accelerate or delay the achievement of the Council’s Strategic Objectives. 

 

 
 
 
 

22..  RRiisskk  AAnnaallyyssiiss  &&  AAsssseessssmmeenntt   
 

Having identified a number of risks (threats / opportunities) the risks need 
to be analysed and scored using the Risk Matrix - Traffic Light System. 

 

 
 
 
 

33..  RRiisskk  CCoonnttrrooll   
 

Once the processes of risk identification and risk analysis have been 
undertaken we then need to consider our risk appetite and how we are 
going to control the risks.  The RISK OWNER is the responsible person for 
deciding on the most appropriate course of action to implement. 

 

 
 
 
 

44..  RRiisskk  MMoonnii ttoorr iinngg  
 

The final stage of the risk management process is often the one that gets 
forgotten about.  Risks will constantly change and will therefore need to be 
reviewed in a timely and appropriate manner. 

 

 
 

Integration with Strategic Planning & Decision Maki ng 

 Integrate the output of the risk management process with strategic 
decision making 

 Ensure senior management can use the output to inform decisions  
 Communication is fundamental throughout the entire process 
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RRiisskk  MMaannaaggeemmeenntt   MMeetthhooddoollooggyy  
  

Stage 1 - Risk Identification 

 
To ensure the risk management process is effective and consistent it must occur within 
an overall framework, and be supported by set processes and procedures.  A 
systematic and consistent approach to identifying and analysing risks will be an integral 
part of all key management processes, rather than a separate initiative.  The Council’s 
risk management procedure, including the development of risk registers, involves 
continuous utilisation of a 4 step cycle involving: 
 
 
RRiisskk  MMaannaaggeemmeenntt  CCyyccllee  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Essentially there is no difference between identifying risks that pose a threat or an 
opportunity.  Risk identification involves recognising potential opportunities and threats 
relating to the achievement of the Council’s corporate or directorate objectives. These 
may arise because of the general environment in which we are operating or in relation 
to specific decisions being made or options being considered. All types and categories 
of risk should be considered at this stage. 
 
Managers have been identifying risks for a number of years, but maybe not 
documenting them to be able to demonstrate good governance.  The methodology set 
out within this document encourages a consistent approach to the management of risk.  
 

 

RRIISSKK  
IIDDEENNTTIIFFIICCAATTIIOONN 

RRIISSKK  AANNAALLYYSSIISS  

RRIISSKK  
CCOONNTTRROOLL   

RRIISSKK  MMOONNIITTOORRIINNGG  

TThhee  RRiisskk  
MMaattrr iixx::   

LLiikkeell iihhoooodd  &&  
CCoonnsseeqquueennccee      

AAcctt iioonn  PPllaannnniinngg,,  
CCoonnttrroollss,,  
TTrraaiinniinngg  &&  

PPrroocceedduurreess   

 RReevviieewwiinngg  AAcctt iioonnss,,  
AAsssseessssiinngg  

RReelleevvaannccee  &&  
RReeppoorrtt iinngg..    

IInntteerrvviieewwss,,  
WWoorrkksshhooppss,,  
ggaatthheerriinngg  &&  

aannaallyyssiiss  ooff   ddaattaa..  

COMMUNICATION 



 

19 

There are a variety of tteecchhnniiqquueess  aanndd  mmeetthhooddoollooggiieess that can be used to 
identify risks, examples include:  

 Analysis of previous losses, events and incidents or lessons learned  

 Technical briefings, national reports, networking and best practice 

 Interviews with managers which enables greater discussion 

 A risk identification workshop 

 SWOT or PESTEL analysis 

 Involvement of stakeholders 

 General understanding by experienced managers of working practices and the 
issues and problems which may occur.   

 
For many managers the rr iisskk  iiddeenntt ii ff iiccaatt iioonn   process will begin at the start of a new 
business planning cycle which will involve reviewing the risks in place from the previous 
year.  The process of identifying risks should be ongoing through out the year and not a 
one off activity undertaken at the beginning of the year.  Consideration should be given 
to the following:  

 Have any of the risks previously identified significantly changed or are they still 
relevant.  

 Are there any risks missing from the register.  

 Is anything planned over the next 12 months that will give rise to a significant 
risk.  

 The risk identification process should not be limited to a review of existing 
registers.   

 
Historic records are potential sources of valuable information. In particular they may 
record incidents, the frequency they happen and the impact of such an incident. 
 
Experiences in implementing the objectives of previous service plans will also help i.e. 
what worked well, what did not work well, why? Further preparation should include 
analysing current performance data; collating results from independent reviews (e.g. 
Internal Audit, Health and Safety Executive, Wales Audit Office, National Assembly for 
Wales); reviewing complaints data, insurance claim and details or fraud history. 
 
The main source of risk identification should be the business planning process.  
Business plans identify strengths, weaknesses, opportunities and threats through 
“SWOT” analysis, which can be combined with the identified risks of any current or 
planned projects to provide the initial list of known risks.   

 As a result of a ‘‘ssttrreennggtthh’’   aann ‘‘ooppppoorr ttuunnii ttyy  rr iisskk’’ may occur, which would 
lead to a potential benefit.  

 As a result of a ‘‘wweeaakknneessss’’ a ‘‘ tthhrreeaatt   rr iisskk’’ may occur, which would lead to a 
potential problem.  

 
One of the best ways to identify risk is through workshops or group working.  A good 
starting point is to consider the functions performed by a directorate, to list these and 
then consider what factors may prohibit or reduce the ability to deliver the function or to 
achieve an objective.  Potential opportunities may also arise from group discussion.  
During the workshop the risks identified should be captured.  
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RRiisskk  IIddeenntt ii ff iiccaatt iioonn  wwii tthhiinn  PPaarr ttnneerrsshhiippss  //  CCooll llaabboorraatt iioonn  AAcctt iivvii tt iieess  
Once a risk framework has been agreed by the partnership i.e. a risk matrix from one of 
the partnering organisations, the risk management process can be instigated.  The 
principles of effective risk management will apply to any form of partnership / 
collaboration activity, the below details further points to be mindful of within this 
environment. 
 

 Risk identification should focus on risks that may impact on the achievement of 
the objectives of the partnership 

 All key partners should be involved 
 A partnership risk register should be used to record this information 

 
RRiisskk  DDeessccrr iipptt iioonnss    
Through good service planning, clear objectives will have been identified and there may 
be a number of risks associated with failing to meet these objectives or providing 
innovative solutions to achieve them. These will be recorded as ‘Risk descriptions’.  
Each of these risks will need to be captured so that action to mitigate them can be 
considered.  Failure to achieve a particular objective is not in itself a risk and there will 
inevitably be a number of different risks that need to be managed in order for an 
objective to be achieved.  It is important that these are assessed in order that their 
likelihood and consequences on the business can be ascertained. The aim of this is to 
aid decision making and prioritisation of actions, at a time when resources are limited.    
 
AArr tt iiccuullaatt iioonn  ooff  RRiisskk  
It is important to ensure risk descriptions are brief but fully communicate the risk in 
question.  The following gives examples of wording often used to begin the process of 
articulating risk:  
 

FFaaiilluurree  ttoo  ..  ..  ..  ..  EExxppllooiittaattiioonn  ooff  ..  ..  ..  ..  IInnccrreeaassee  iinn  ..  ..  ..  ..  

LLoossss  ooff  ..  ..  ..  ..  EEnnhhaanncceemmeenntt  ooff  ..  ..  ..  ..  LLaacckk  ooff  ..  ..  ..  ..  

IInnaabbiilliittyy  ttoo  ..  ..  ..  ..  RReedduuccttiioonn  ooff  ..  ..  ..  ..  RReeaalliissaattiioonn  tthhaatt  ..  ..  ..  ..  

IInnaapppprroopprriiaattee  ..  ..  ..  ..  DDiissrruuppttiioonn  ooff  ..  ..  ..  ..  EEmmppoowweerrmmeenntt  ooff  
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AA  RRiisskk  DDeessccrr iipptt iioonn  sshhoouulldd  ccaappttuurree  tthhee  ffooll lloowwiinngg::  
The above indicates wording which is typical of a risk event, a full risk description 
incorporate the below:  

 RRiisskk  CCaauussee: Detail of what is likely to trigger the risk to materialise. 

 RRiisskk  EEvveenntt: A brief description of the risk.  

 RRiisskk  CCoonnsseeqquueennccee: Detail of the consequences should the risk materialise. 

 
Example threat  risk description 

 CCaauussee: Uncompetitive remuneration packages and over worked staff. 

 RRiisskk  EEvveenntt: Failure to retain key employees.  

 CCoonnsseeqquueennccee: Disruptions to services, increase in temporary staffing costs, 
increased pressure on recruitment team.  

 
Example opportunity  risk description 

 CCaauussee: Ongoing effects of the current economic climate are putting downward 
pressure on the price of labour and materials. 

 RRiisskk  EEvveenntt: Enhancement of the pricing terms with key contractors for labour / 
material.  

 CCoonnsseeqquueennccee: Procurement savings, reduction in the cost of key projects.  

 
If a risk description were to only include the risk event i.e. Failure to retain key 
employees it would be difficult to target the controls and mitigating actions if it were 
unclear what the risk cause was and the resulting consequence of the risk.  By 
capturing the Risk Event, Risk Cause and Risk Consequence the risk description will be 
clear to those reading the risk register of the threat or opportunity.   
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SSttaaggee  22  --  RRiisskk  AAnnaallyyssiiss  &&  AAsssseessssmmeenntt   

 

Once risks have been described they need to be assessed in terms of the likelihood of 
them occurring and consequences they may have if they do. This gives an indication of 
the inherent risk before any planned ‘countermeasures’ and / or any mitigating controls 
are considered. We need to adopt a consistent approach to the assessment of 
likelihood and consequences so that risks can be compared across the whole authority.    
 

NNeeggaatt iivvee  ((TThhrreeaatt))  RRiisskk  PPoossii tt iivvee  ((OOppppoorr ttuunnii ttyy))  RRiisskk  
In managing a negative risk, we are aiming to 

see the risk rating decrease so that the 
likelihood and consequence of the risk 

decreases should it materialise. 
 

Positive risk is measured in a similar way to 
negative risk but the desired direction of travel 

is reversed. 
 

 
The ‘traffic light’ system for categorising levels of risk has been used for simplicity. 
Managers will have varying opinions on how to categorise the ‘Likelihood’ and 
‘Consequence’ ratings of the identified risks.  In managing positive risk, we are aiming 
to maximise the opportunity so that the likelihood and consequence of the risk impacting 
increases i.e. the risk rating following implementation of further actions is likely to result 
in a Red or Red/Amber risk. 

  
NNeeggaatt iivvee    

((TThhrreeaatt))  RRiisskk  
 

  
 

 

PPoossii tt iivvee    
((OOppppoorr ttuunnii ttyy))  RRiisskk  

 

The Risk Matrix is detailed below, risks are assessed by Likelihood and Consequence.  
‘‘LLIIKKEELLIIHHOOOODD’’ is scored based on probability and the ‘‘CCOONNSSEEQQUUEENNCCEE’’ table can be 
used to assess the consequences of each risk occurring. Taking each risk in turn, the 
consequences from the first column of the table should be considered in terms of the 
risk occurring, scoring each area as major, significant, moderate or minor. The ratings of 
each consequence are likely to be mixed, for example the consequence of a risk 
happening may be moderate in terms of financial implications but may have a significant 
impact on the Council's Reputation.  
 
Once an outcome has been achieved for each consequence a ‘line of best fit’ should be 
determined. For example, if the consequences of a risk happening is mainly significant 
with one moderate consequence then the overall expected consequence would be 
significant.  Not all categories apply to each risk, the tables below are designed to help 
managers categorise risks appropriately and from a common perspective, they are not 
prescriptive.  The important thing is to use the guidance to good effect enabling a 
degree of consistency across the whole of the risk register. 
 
RRiisskk  AAnnaallyyssiiss  wwii tthhiinn  PPaarr ttnneerrsshhiippss  //  CCooll llaabboorraatt iioonn  AAcctt iivvii tt iieess  

 Risk assessment criteria should be used based on the parameters of the partnership 
e.g. the likelihood and scale should reflect the timeframe that the partnership has 
been set to achieve its objectives 

 The risk analysis is based on the risk appetite of the partnering organisations as a 
whole 
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RRiisskk  MMaattrr iixx  aanndd  DDeeff iinnii tt iioonnss  
The ‘traffic light’ system for categorising levels of risk has been used for simplicity. The list 
below describes the four risk categories: 

 

 

    RRIISSKK  MMAATTRRIIXX  
    

  CCOONNSSEEQQUUEENNCCEESS   
  1 2 3 4  

LL
II KK

EE
LL

II HH
OO

OO
DD

  

A A1 A2 A3 A4 
 
 

B B1 B2 B3 B4 
 

C C1 C2 C3 C4 
 

D D1 D2 D3 D4 
 

 

The ‘LIKELIHOOD ’ table below provides a framework by which you can use to score the 
likelihood of your risk occurring giving a score of A being very likely to D being very unlikely.  

 
DDeessccrr iipptt iioonn  PPrroobbaabbii ll ii ttyy  IInnddiiccaattoorrss  

A  - Very Likely 
More than 75% 
chance of 
occurrence 

• Is expected to occur in most circumstances 
• Circumstances frequently encountered – 

daily/weekly/monthly/annually 
• Imminent/near miss 

B  - Likely 
51% - 75% 
chance of 
occurrence 

• Will probably occur in many circumstances 
• Circumstances occasionally encountered but not a 

persistent issue (e.g. once every couple/few years) 
• Has happened elsewhere within the UK in the last decade.  

C  - Unlikely 
10% - 50% 
chance of 
occurrence 

• Not expected to happen, but is possible (once in 3 or more 
years) 

• Not known in this activity 

D  - Very 
Unlikely 

Less than 10% 
chance of 
occurrence 

• May occur only in exceptional circumstances 
• Has rarely / never happened before 

High Priority 
Red - Significant management action, control, evaluation or 
improvements required with continued proactive monitoring. 

Medium Priority 
Red / Amber  - Seek cost effective management action, control, 
evaluation or improvements with continued proactive monitoring. 

Medium Priority Amber / Green  - Seek cost effective control improvements if 
possible and/or monitor and review regularly.   

Low Priority Green  - Seek control improvements if possible and/or monitor 
and review. 

LLiikkeell iihhoooodd::   
AA        VVeerryy  LLiikkeellyy  
BB        LLiikkeellyy  
CC        UUnnlliikkeellyy  
DD        VVeerryy  UUnnlliikkeellyy  
  
CCoonnsseeqquueenncceess::   
11          MMaajjoorr  
22          SSiiggnniiffiiccaanntt  
33          MMooddeerraattee  
44          MMiinnoorr  
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The ‘CCOONNSSEEQQUUEENNCCEE’ table: 

DDeessccrr iipptt iioonn  11  --  MMaajjoorr  22  --  SSiiggnnii ff iiccaanntt  33  --  MMooddeerraattee  44  --  MMiinnoorr  

Implications for 
Service and / or 
Achievement of 

Key Targets / 
Objectives 

Major loss of service, 
including several 

important areas of service 
and / or protracted period 

 
 

Service Disruption  
5+ Days 

 
 

Major impact on 
achievement of several 
key targets / objectives 

Complete loss of an 
important service for a 

short period 
 

Significant effect to 
services in one or more 

areas for a period of 
weeks 

 
Service Disruption  

3-5 Days 
 

Significant impact on 
achievement of a key 

target / objective or some 
impact on several 

Moderate effect to an 
important service for a 

short period 
 

Adverse effect to services 
in one or more areas for a 

period of weeks 
 

Service Disruption  
2-3 Days 

 
Moderate impact on 

achievement of one or 
more targets / objectives 

Brief disruption of 
service  

 
Minor effect to non-

crucial service 
 

Service Disruption  
1 Day 

 
Minor impact on 

achievement of targets 
and objectives 

Reputation 

Adverse and persistent 
national media coverage 

 
Adverse central 

government response, 
involving (threat of) 

removal of delegated 
powers 

 
Officer(s) and / or 

Members forced to resign 

Adverse publicity in 
professional / municipal 

press, affecting perception 
/ standing in professional / 

local government 
community 

 
Adverse local publicity of 

a significant and 
persistent nature 

Adverse local publicity / 
local public opinion  

 
Statutory prosecution of a 

non-serious nature 

Contained within 
Directorate  

 
Complaint from 

individual / small group, 
of arguable merit 

Health & Safety Fatality (ies) 

Incidents reportable to the 
HSE i.e. major injuries, 

over three days lost from 
work injuries, specified 

work related diseases and 
specified dangerous 

occurrences. 
Cases of other illnesses 
(not reportable to HSE) 

Minor injuries 
No time lost from work 

 
 
 
 

No injuries but incident 
has occurred 

 
 
 
 

 
Failure to provide 
statutory duties / 

meet Legal 
Obligations 

 

 
Multiple Litigation 

 

 
 

Litigation 
 
 

 
 

Ombudsman 
 
 

 
Individual claims 

 

Financial 

 
Corporate Budget re-

alignment 
 

Budget adjustment across 
Directorates 

Contained within 
Directorate 

 
Contained within 
Section / Team  

 
 

Implications for 
Partnership  

(e.g. objectives / 
deadlines) 

 

Complete failure / 
breakdown of partnership 

 

Significant impact on 
partnership or most of 
expected benefits fail 

Adverse effect on 
partnering arrangements  

Minimal impact on 
partnership 

Implications for the 
Community or the 

Environment 

Extensive, long-term 
impact  

Major public health / 
environmental incident or 

loss of significant 
community facility 

Long-term environmental 
or social impact such as a 
chronic and / or significant 

discharge of pollutant 

Short-term, local 
environmental or social 
impact such as a major 

fire 

No lasting detrimental 
affect on the 

environment or the 
community e.g. noise, 

fumes, dust etc. 

Stakeholders 

Stakeholders would be 
unable to pursue their 

rights and entitlement and 
may face life threatening 

consequences 

Stakeholders would 
experience considerable 

difficulty in pursuing rights 
and entitlements 

Some minor effects on 
ability of stakeholders to 

pursue rights and 
entitlements, e.g. other 

sources or avenues would 
be available to 
stakeholders 

The interests of 
stakeholders would not 

be affected 
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SSttaaggee  33  --  RRiisskk  CCoonnttrrooll   

 

When deciding how to control a threat or opportunity risk there are four options 
available.  The risk control measures to deal with a threat risk are commonly know as 
the 4 T’s; Tolerate, Treat, Transfer or Terminate.  The risk control measures have been 
extended to include the management of opportunity risks.  
 

SSttaaggee  11  --  RRiisskk  IIddeenntt ii ff iiccaatt iioonn  
 
 

SSttaaggee  22  --  RRiisskk  AAnnaallyyss iiss  
 
 

SSttaaggee  33  --  RRiisskk  CCoonnttrrooll   
 

 
 

RRIISSKK  CCOONNTTRROOLL  MMEEAASSUURREESS  

  
Negative (Threat) Risk Control Measures 

Transfer  
Insurance, 
Outsource, 

Partnerships. 
 

Treat / Control  
Mitigation, 

Likelihood & 
Consequence 

Tolerate / Accept  
Understand & live 

with the risk 

Terminate  
Avoid the risk 

Positive (Opportunity) Risk Control Measures 

Share Enhance Accept Realise / Exploit 

 

RRiisskk  CCoonnttrrooll   MMeeaassuurreess  ffoorr   NNeeggaatt iivvee  ((TThhrreeaatt))  RRiisskkss  
TToolleerraattee  //  AAcccceepptt   tthhee  RRiisskk - the Council intends to do nothing different to manage 
the risk identified above and beyond the normal management routines that are in place. 
Risks should only be accepted where officers believe that the residual risk is tolerable to 
the directorate, i.e. where they fall within the green area of the matrix. 
 

TTrreeaatt   //  CCoonnttrrooll   tthhee  RRiisskk - the risk is identified as unacceptable to the Council, 
Directorate or Operational Function.  Controls need to be put in place that effectively 
manage the risk and reduces the risk to an acceptable level. Controls can be: 

 Preventative, such as physically restricting access to hazardous chemicals, insisting 
on two signatories, ensuring segregation of duties exist within a system, 
implementing authorisation limits, or restricting levels of access on IT systems. 
These controls will help to stop the risk from occurring in the first place. 

 Detective, such as quality checks, alarms, exception reports, accident reports, 
financial reports such as budget monitoring reports, and reviewing insurance claims. 
These will show when something has gone wrong – perhaps a trigger event that can 
then alert you that the risk event is becoming more likely to occur. 
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 Directive, such as procedure manuals, guidance notes, instructions, training. These 
advise on how to carry out processes safely but if they are not adhered to they will 
not prevent risk events occurring.  

 Alternatively you can modify the risk as opposed to implementing further controls, 
where you change the activity or the way in which it is carried out because adding 
control mechanisms would not help to reduce likelihood and/or consequence. 

 
TTrraannssffeerr  tthhee  RRiisskk - the traditional approach is to transfer risks to an insurer e.g. legal 
liability, property, motor vehicle etc. There are other examples such as service delivery 
being transferred to the private sector or delivered jointly with partners. Where this 
approach is considered the risk needs to be carefully considered, as it is often the case 
that some risk can be transferred whilst major risks such as responsibility for delivery of 
the service and the reputational risk remains with the Council. 
 
TTeerrmmiinnaattee  //  EEll iimmiinnaattee  tthhee  RRiisskk - the risk is so serious that adding controls or 
modifications do not reduce the risk to an acceptable level to the Council, Directorate or 
Operational Function. An option at this point could be to withdraw from the activity. 
 

RRiisskk  CCoonnttrrooll   MMeeaassuurreess  ffoorr   PPoossii tt iivvee  ((OOppppoorr ttuunnii ttyy))  RRiisskkss  
AAcccceepptt   – In terms of opportunity risk management this has multiple meanings; do 
absolutely nothing and accept the risk and its full impact incurring no extra cost.  
Accepting that no further action or investment is needed, however should greater 
emphasis be placed on the opportunity then other control measures will need to be 
instigated.   
 
EEnnhhaannccee  – Enhancing an opportunity means that action is taken to increase the 
likelihood, impact or both.  
 
RReeaall iissee  //  EExxppllooii tt   – the realisation of an opportunity ensures that potential 
improvements to an organisation are delivered.  
 
SShhaarree – risks in a supply chain are shared on a pain / gain basis (equally applicable to 
threats), further detail can be found above under the transfer heading.  
 

TThhee  iimmppaacctt  ooff   RRiisskk  CCoonnttrrooll   MMeeaassuurreess  oonn  tthhee  RRiisskk  RRaatt iinngg    
By this stage your risks have been identified and analysed giving each risk an Inherent 
Risk Rating (uncontrolled risk score on CIS).  You now need to consider the Residual 
Risk Score and to decide how this fits with the risk appetite in terms of acceptability.  In 
terms of negative (threat) risks which fall in the red and red/amber areas these should 
be appraised by senior management, whereas green may simply need to be monitored.  
Positive risk is measured in a similar way to negative risk but the desired direction of 
travel is reversed i.e. managers would want to consider the risks where the score needs 
to be enhanced to see the opportunity materialise.  
 
Once you have considered your current controls you will then need to rescore your risk 
in light of these controls.  In most circumstances the current controls will have an effect 
on the rating of your risk; this is called the residual risk score (current control risk on 
CIS).   
 
RRiisskk  CCoonnttrrooll   wwii tthhiinn  PPaarr ttnneerrsshhiippss  //  CCooll llaabboorraatt iioonn  AAcctt iivvii tt iieess  

 Risk mitigation requiring input from multiple partners should be agreed by the 
partnership 

 Risk ownership and responsibility for actioning additional controls should be 
allocated, it may be that individual partners are accountable for specific actions 
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SSttaaggee  44  --  RRiisskk  MMoonnii ttoorr iinngg  

 

You will now have undertaken the process of identifying your risks, analysed and scored 
them according to the risk matrix.  Having completed these stages you will then have 
identified your controls which will mitigate the chance of the risk occurring.  You may 
now think that the process is complete but the final stage of effective risk management 
is ‘‘RRiisskk  MMoonnii ttoorr iinngg’’.   
 
Managing risks is not just about identifying and assessing risks and putting controls in 
place to mitigate the risks and seeking innovative solutions to challenges. Risks will 
constantly change and so a key stage of the risk management process is risk 
monitoring which can easily be forgotten.  It is necessary to monitor action plans and to 
regularly report on the progress being made in managing risks, or taking advantage of 
opportunities, so that the achievement of business aims and service objectives is 
maximised and losses are minimised.  
 
It is important that risk registers are kept up to date and accurate as this will form the 
means by which not only objectives are being monitored but also how risks are being 
managed.  Monitoring should be undertaken through management team meetings.  
Management should prioritise those risks concentrating on high (red risks) and medium 
risks (red / amber risks), but also regularly review actions to ensure low risks are being 
effectively managed.   
 
TThhee  rreevviieeww  ooff  rr iisskk  rreeggiisstteerrss  sshhoouulldd  ccoonnssiiddeerr ::     
 

 

Go through the eexxiisstt iinngg  rr iisskkss  
((tthhrreeaattss  aanndd  ooppppoorr ttuunnii tt iieess)) listed 
in the register to consider whether each 
is: 

 Still valid; 
 If the situation has changed in the 

interim period regarding the 
mitigating actions/controls you 
already have in place or if it stays 
the same; 

 Record descriptions of any further 
mitigating actions that are being 
carried out now; 

 Move any actions if they have been 
implemented to current controls and 
update the register as necessary; 

 Use the likelihood and consequence 
definitions to determine the 
amended residual risk score if 
appropriate; 

 Decide if any risks should be 
closed, and if so record the reason 
for this decision and what has 
happened to the risk.  

 

 

Identify if any nneeww  rr iisskkss  ((tthhrreeaattss  
aanndd  ooppppoorr ttuunnii tt iieess)) that have 
arisen, for example: 

 From an adverse or positive event 
occurring either within Cardiff or 
another organisation; 

 By something new happening within 
the service, project, partnership e.g. 
a new partner organisation to work 
with, a new project starting, a new 
or different way of delivering 
services, new funding streams or 
grants becoming available; 

 As a result of ongoing management 
review, e.g. budget pressures have 
been identified, unexpected 
demand for a service etc; 

 From changes in legislation. 
 
(Further guidance on risk identification 
can be found in the methodology 
section of this document) 
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 Previously identified risks will change over time; some may become less of a hazard, 
e.g. staff may require training, once the training has taken place the risk will reduce.  
Alternatively, some risks may become more likely if a key milestone is approaching, 
such as the end of a funding stream. 

 When the current controls and proposed improvement actions of an existing risk 
move on it would be appropriate to reassess the residual risk score using the 
likelihood and consequence definitions.  

 It may be appropriate to close risks however, when risks are closed from a register, 
there should be a record of the reasons for this decision and what has happened 
to the risk e.g. it has been removed at a Directorate level but has been passed 
to a Section to manage. 

 Although the exact process used will differ between management teams, the 
above illustrates how officers may wish to approach the review.  

 
RRiisskk  MMoonnii ttoorr iinngg  wwii tthhiinn  PPaarr ttnneerrsshhiippss  //  CCooll llaabboorraatt iioonn  AAcctt iivvii tt iieess  

 The process for ongoing monitoring of the partnerships risk appetite needs to be 
agreed by all partners 

 The content of the partnerships risk register needs to be reviewed by all partners on 
a regular basis and responsibility where possible allocated to the partners 

 
RRiisskk  RReeppoorr tt iinngg  
Part of the monitoring process is to provide members and senior officers with the 
reports they need to manage their risks.  Management are accountable for monitoring 
the risks within their Directorate.  Risk information is reported through the Corporate 
Quarterly Performance Reports.  

EEffffeecctt iivvee  RRiisskk  RReeppoorrtt iinngg  sshhoouulldd::     
 Provide relevant and sufficient risk information in a timely manner that is user-

friendly and drives decision making and action. 
 Focuses on the most significant risks, ensuring adequate responses are 

assigned to the risk.   
 Once risk reports have been presented to management and / or members that 

views and comments are reflected in an updated register.  
 Reporting of risks should provide management and members with assurance that 

all risk exposures have been identified, assessed and mitigating controls 
evaluated.   

  
RRiisskk  EEssccaallaatt iioonn    
There may be instances where risks cannot be mitigated further and there is a need to 
escalate the risk i.e. Directorate to Corporate Risk Register or Project Risk to 
Programme Level.  Fundamental to escalating any risk is to communicate why the risk 
is being escalated and an explanation as to why the risk cannot be managed and 
contained within the current risk register.  Risk escalation to a more senior group should 
result in a decision being made regarding the appropriate course of action to be taken to 
mitigate the risk.   
 
TTrraaiinniinngg  
Training sessions take place on an ad-hoc or needs basis.  Risk Champions play a vital 
role within Directorates and aid in the identification of training needs.  The level of 
training provided will meet the needs of those receiving the training whether 
management or operational staff.  Should training be required please contact your 
Directorate Risk Champion or the Audit & Risk Manager.   
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AArreeaass  ooff   SSppeecciiaall   IInntteerreesstt  

The below are areas that deserve special note in relation to risks, namely Health & 
Safety, Business Continuity and Sustainability.  All have significant risks associated with 
them which may have a major impact across the Council.  It is vitally important that risks 
in these areas are identified, assessed and prioritised.  Representatives of the below 
teams attend the Risk Management Steering Group as and when needed.   
 

BBuussiinneessss  CCoonntt iinnuuii ttyy  MMaannaaggeemmeenntt  
Business Continuity Management (BCM) is complementary to a risk management 
framework that sets out to understand the risks to the council, and the consequences of 
those risks. 
 
Risk management seeks to manage risk around the key services that the council 
delivers, service delivery can be disrupted by a wide variety of incidents, many of which 
are difficult to predict or analyse by cause. 
 
By focusing on the impact of disruption, BCM identifies the services which the council 
must deliver, and can identify what is required for the council to continue to meet its 
obligations. Through BCM, the council can recognise what needs to be done before an 
incident occurs to protect its people, premises, technology, information, supply chain, 
stakeholders, reputation and importantly the services that the council delivers to the 
people of Cardiff. With that recognition, the council can then take a realistic view on the 
responses that are likely to be needed as and when a disruption occurs, so that it can 
be confident that it will manage any consequences without unacceptable delay in 
delivering its services. 
 
HHeeaall tthh  aanndd  SSaaffeettyy    
The Council has responsibilities under health and safety legislation to ensure the health, 
safety and welfare at work of employees and other people affected by the Council's 
business.  Managing health and safety risks is an integral part of business risk 
management and the management of such risks should not be taken in isolation.  Poor 
health and safety management can have a negative impact on other business risks 
such as reputation, insurance, business continuity and financial resources.  
 
Health and safety risks vary across the Council due to the diversity of work activities.  
The effective management of the risks, as with all significant corporate risks, is an 
essential part of the role of the relevant managers.  The organisation and arrangements 
for managing health and safety within the Council are detailed in the Council and 
Directorate / Directorate’s Health and Safety Policy documents. 
 
The health and safety management system in Cardiff Council is based on the model 
detailed in the Health and Safety Executive publication “Successful Health and Safety 
Management” (HSG65) and also takes into account the Institute of Directors / Health 
and Safety Commission guidance “Leading Health and Safety at Work - Leadership 
Actions for Directors and Board Members”. 
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IInnffoorrmmaatt iioonn  GGoovveerrnnaannccee  
The Data Protection Act 1998, Freedom of Information Act 2000, Environmental 
Information Regulations 2004, Human Rights Act 2010, Privacy and Electronic 
Communications Regulations 2003, Protection of Freedoms Act 2012 and the Local 
Government (Wales) Measure 2009, places a set of requirements and legal obligations 
on the Authority.  This means that the Authority must have arrangements in place to 
manage and protect all information taking into account its security, storage, use, 
access, retention and compliance with legal requirements. 
 
The Authority is subject to regulatory intervention by the Information Commissioner’s 
Office (ICO) the UK’s independent authority set up to uphold information rights in the 
public interest, promoting openness by public bodies and data privacy for individuals, 
where there are failures to comply with these pieces of legislation. 
 
In terms of action the ICO can, where the Authority repeatedly or seriously fail to meet 
the requirements of the legislation, or conform to the associated codes of practice, take 
the action including conducting assessments to check the Authority’s compliance; serve 
information notices to provide the ICO with specified information within a certain time 
period; issue undertakings committing the Authority to a particular course of action to 
improve compliance; serve enforcement notices where there has been a breach of the 
Act, requiring the Authority to take (or refrain from taking) specified steps in order to 
ensure compliance with the law; issue decision notices detailing the outcome of their 
investigation to publically highlight particular issues with the Authority’s handling of a 
specific request; issue monetary penalty notices, of up to £500,000 for serious breaches 
of the Data Protection Act, or serious breaches of the Privacy and Electronic 
Communications Regulations; prosecute those who commit criminal offences under the 
Data Protection Act; and report to Parliament on issues of concern. 
 
The Authority has recognised the need to improve the council wide understanding of 
Information Governance and has put in place an Information Governance Strategy 
which sets out policies to support the delivery of the requirements and legal obligations.  
This is supported by a council wide Information Governance Training Plan.  The Senior 
Information Risk Owner (Director of Resources) chairs the Information Security Forum 
which acts as the governance board for compliance with the Strategy and associated 
policies.  There however remains a significant risk of action by the ICO in the main due 
to the scale and scope of information held and processed by the Authority and the size 
of the Authority. 
 
IInnssuurraannccee    
Insurance acts as a risk transfer mechanism which reduces the financial risk to the 
Council.  The Council is largely self insured but transfers the larger risks to an insurance 
company by contributing a premium. In the event of a financial loss, the Council is 
entitled to indemnity, subject to the terms and conditions that are in place. 
 
The administration of the Council’s insurance arrangements is undertaken by the 
Insurance and Risk Management Section, within Resources.  The section provides a 
comprehensive and professional Insurance service including insurance provisions and 
other related insurance activities as well as processing new and outstanding claims.   
 
The Council is required to provide Insurance Cover or alternative funding for a variety of 
possible or probable events and liabilities that could arise.  The majority of risks 
identified through Corporate, Directorate, Programme or Project risk registers will not be 
insurable and some, on balance, may not be financially viable or of benefit to the 
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Council to insure.  The Risk Control section within this document provides further 
information on responding to risks facing the Council.  
 
The Council currently have multiple insurance policies in place, the main policies being 
Public Liability, Employers’ Liability, Motor and Property.  The ‘What Is Insured?’ 
document provides a complete overview of insurance policies that the Council have in 
place. 
 
SSuussttaaiinnaabbllee  DDeevveellooppmmeenntt     
Under the Local Government Measure (Wales) 2009, one of the elements of securing 
continuous improvement within the Councils functions is through sustainability. 
Additionally the proposed Future Generations / Sustainable Development Bill, which will 
come into operation in 2015, sets out the requirement for sustainable development to be 
the ‘central organising principle’ of the wider public service in Wales.   
 
While different directorates within the Authority have a variety of social, environmental 
and economic remits, it is important to consider our strategies, policies, plans and 
projects in a more thorough and balanced way to help protect our local environmental 
capital, invest in the city’s social capital, build community resilience and help avoid the 
unintended consequences that occur when social, economic and environmental 
objectives are pursued in isolation.  
 
There are a number of support mechanisms to help you better incorporate the Council’s 
sustainable development principles into your decision making processes: 
 

• Statutory Screening Tool – policy and strategy level.  The Statutory Screening 
Tool aims to ensure that our strategies, policies and activities are as joined up as 
possible.  The tool brings together a number of statutory screening requirements 
and best practice such as complying with the Equality Act, Strategic 
Environmental Assessment, sustainable development and health impact 
assessment.  The tool is included within the Forward Plan and Cabinet Report 
templates.   

• Sustainability Appraisal Matrix – project level.  The Sustainability Appraisal Matrix 
aims to ensure that our projects, plans and programmes incorporate the 
principles of sustainable development.   

 
Of particular corporate concern from a risk management perspective currently are 
climate change and energy security related issues.   
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GGlloossssaarryy  ooff   TTeerrmmss  

CCoonnsseeqquueennccee  //  
BBuussiinneessss  IImmppaacctt  

The evaluated effect or result of a particular risk actually 
materialising. 
 

CCoorrppoorraattee  RRiisskk  //  
SSttrraatteeggiicc  RRiisskk  
  

Corporate risks are the risks that need to be taken into account 
in judgements about the medium to long-term goals and 
objectives of the Council.  These will be captured on the 
Corporate Risk Register.  
 

CCuurrrreenntt  CCoonnttrroollss  
  

A description of the measures, policies and procedures put in 
place by management to help ensure objectives are achieved, 
once in place the risk rating should reduce.  
 

IInnhheerreenntt  RRiisskk  SSccoorree  
//  UUnnccoonnttrroolllleedd  RRiisskk    

The inherent risk score identifies the position of the risk on the 
risk matrix before any current controls have been considered, 
this will be the first / initial score given to a risk.   
 

LLiikkeell iihhoooodd    The evaluated probability of a particular outcome actually 
happening (including a consideration of the frequency with 
which the outcome may arise). 
 

OOppeerraatt iioonnaall   RRiisskk  
  

Operational risks are the risks that managers and staff will 
encounter and deal with in the daily course of their work.  
 

OOppppoorrttuunnii ttyy    
  

An uncertain event that would have a favourable impact on 
objectives or benefits if it occurred.  
 

RReessiidduuaall   RRiisskk  SSccoorree  
//  CCuurrrreenntt  CCoonnttrrooll  RRiisskk    
  

The remaining level of risk after risk mitigation and control 
measures have been taken into consideration.  
 

RRiisskk  AAnnaallyyssiiss  
  

The objective of risk analysis is to separate the minor, 
acceptable risks from the major risks, by combining estimates 
of consequences and likelihood and plotting on the risk matrix 
to derive at an inherent and residual risk score.   
 

RRiisskk  AAppppeett ii ttee  
  

The range of exposure that is judged tolerable for the Authority.  
 

RRiisskk  AAvveerrssee  
  

Wanting to avoid risk unless adequately compensated for, this 
concept describes the behaviour of an individual or 
organisation under uncertainty. 
 

RRiisskk  CCaauussee    
//  TTrriiggggeerr  
  

Something that will happen which will cause the risk to 
materialise.   
 

RRiisskk  DDeessccrr iipptt iioonn  
  

A description should capture the ‘Event, Cause and 
Consequence’ of a risk occurring whether it be a threat or 
opportunity.   
 

RRiisskk  IIddeenntt ii ff iiccaatt iioonn  
  

The process of identifying the authority’s exposure to 
uncertainty (threats and opportunities), by determining what 
can happen, why and how. The aim will be to produce a 
comprehensive list of risks which might affect the Authority. 
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RRiisskk  MMaattrr iixx  Used to measure the ‘Likelihood’ and ‘Consequences’ of a risk 
occurring. 
 

RRiisskk  MMeetthhooddoollooggyy  
  

The four stages which form the risk methodology include; 
identification, analysis, control and monitoring 
 
 

RRiisskk  OOwwnneerr    A person nominated and responsible for an identified risk 
through all stages of the risk methodology including risk 
reporting and escalation if required.   
 

RRiisskk  PPooll iiccyy  
  

Sets out the Council’s approach to risk management and 
appetite for risk.  
 

RRiisskk  SSttrraatteeggyy  
  

A comprehensive framework and process designed to support 
Members and Officers in ensuring that the Council is able to 
fully discharge its risk management responsibilities. 
 

TThhrreeaatt  An uncertain event that could have a negative impact on 
objectives or benefits.  
 

  
  
FFuurr tthheerr   IInnffoorrmmaatt iioonn  
 
If you would like to know more about Risk Management, please contact the following: 
 
CCoouunnccii ll lloorr   GGrraahhaamm  HHiinncchheeyy  
Cabinet Member for Corporate Services 
and Performance 
Member Risk Champion  
 

CChhrr iisstt iinnee  SSaall tteerr    
Corporate Director Resources 
Officer Risk Champion 
 

DDeerreekk  KKiinngg  
Audit & Risk Manager 
Internal Audit 

WWeennddyy  WWrriigghhtt  
Principal Auditor (Governance & Risk)  
Internal Audit 
 

VViivviieennnnee  PPeeaarrssoonn  
Operational Manager,  
Improvement and Information 
  

CChhrr iisstt iinnaa  LLllooyydd  
Operational Manager,  
Health & Safety 
  

AAnnddyy  PPeeppppeerr  
Senior Emergency Management Officer 
Emergency Management Unit 
 

HHuuww  OOwweenn  
Business Continuity Officer  
Emergency Management Unit 

LLiizz  LLaammbbeerrtt     
Group Leader  
Sustainable Development 
  

SStteepphhaanniiee  DDoollee    
Principal Programme & Projects Auditor 
Internal Audit 
  

MMaarrkk  HHaannsseenn  
Operational Risk Management Officer  
Insurance  
  

  

 


